
Number of malwares 111 魚拓: https://pcmatic.jp/pro/security/Detection_capture.pdf 最新版:

AV Engine detections by VirusTotal from the latest security colums ( 新マルウェア起動防御率 )
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3% 44% 72% 47% 70% 67% 75% 65% 63% 76% 34% 76% 32% 33% 70% 69% 45% 100% 21% 69% 81% 45% 53% 45%

2024/3/13 14 MSIX Malware(Fake Notion) 48% 0 1 1 1 1 0 0 0 0 1 0 1 0 0 1 0 1 0 1 0 1

2024/3/12 38 Trojan “CHAVECLOAK” 76% 0 1 1 1 1 1 1 1 1 1 0 0 1 1 0 1 0 1 1 1 1

2024/3/1 68 TimbreStealer campaign 63% 0 0 0 1 1 0 0 0 1 1 0 0 1 0 1 1 1 1 1 1 1 1 1 1

2024/2/28 15 Xeno RAT payload 38% 0 0 0 0 0 1 1 1 1 0 0 0 0 0 0 1 1 1 0 1 1 0 0 0

2024/2/28 5 Bl00dy Ransomware payloads 71% 0 0 1 1 1 1 1 1 1 1 0 0 1 1 0 1 0 1 1 1 1

2024/2/28 5 Cobalt Strike payloads 71% 0 0 1 1 1 0 1 0 1 1 0 1 1 1 1 1 0 1 0 1 1 1 1 1

2024/2/27 61 IDAT Loader 79% 0 1 1 1 1 1 1 1 1 1 0 1 1 0 1 1 1 1 0 1 1 1 0 1

2024/2/23 42  Konni RAT 67% 0 1 1 1 1 1 1 1 0 1 0 0 1 1 0 1 0 1 1 0 1

2024/2/22 186 DOPLUGS 59% 0 0 1 0 1 0 1 1 1 1 1 0 0 1 1 0 1 0 1 1 1 0

2024/2/21 11 PyPI sideload DLL 46% 0 0 0 0 1 1 1 0 0 1 0 0 0 0 1 1 1 1 0 1 1 1 0 0

2024/2/20 34 BASICSTAR Backdoor 55% 0 0 1 1 1 1 0 1 0 1 0 0 1 0 0 1 0 1 1 1

2024/2/16 19 TinyTurla-NG malware 96% 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

2024/2/14 40 DarkMe malware 29% 0 0 1 0 0 0 0 1 0 1 1 0 0 0 0 0 0 1 0 0 0 1 1 0

2024/2/14 5 Bumblebee malware 88% 0 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 0 1 1 1 1 1

2024/2/14 4 Pikabot 83% 0 1 1 1 1 1 1 1 1 0 1 0 1 1 1 1 1 0 1 1 1 1 1

2024/2/10 96 Coyote banking Trojan 83% 0 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 0 1 1 1 0 1

2024/2/9 31 Troll Stealer 85% 0 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1

2024/2/8 77 DiceLoader DLL 15% 0 0 0 0 1 0 0 1 0 0 0 0 0 0 0 1 0 0 0 0

2024/2/7 71 OV3R_STEALER MALWARE 58% 0 0 1 0 1 1 1 1 1 1 0 0 0 0 1 1 1 1 1 1 1 0 0 0

2024/2/6 92 Mispadu banking Trojan 45% 0 0 0 1 1 1 0 1 0 1 1 0 0 0 0 1 0 1 0 1

2024/2/2 20 Grandoreiro Banking Malware 71% 0 0 1 1 1 1 1 1 1 0 1 0 1 1 0 1 0 1 1 1 1

2024/2/1 319 EMPTYSPACE downloader 48% 0 0 1 1 1 0 1 0 1 0 1 0 0 0 1 0 1 0 1 0 1

2024/1/31 18 Grandoreiro banking trojan 62% 0 0 1 1 1 1 1 1 1 0 0 0 1 1 0 1 0 1 1 0 1

2024/1/30 21 Phobos Ransomware Variant 63% 0 0 0 0 1 1 1 1 1 1 0 1 0 1 1 1 1 1 0 1 1 0 1 0

2024/1/27 17 AsyncRAT 92% 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1

2024/1/26 47 CherryLoader 50% 0 0 0 0 1 1 1 0 0 1 0 1 0 1 1 1 1 1 0 1 1 0 0 0

2024/1/24 15 Kasseika Ransomware 63% 0 1 0 0 1 1 1 0 1 1 0 0 0 1 1 0 1 1 1 1 1 1 1 0

2024/1/19 1 SPICA backdoor 21% 0 0 0 0 0 0 1 0 0 0 0 1 0 0 0 0 0 1 1 0 0 0 1 0

https://pcmatic.jp/pro/security/Detection_realscore.pdf

【主旨】各社AVエンジンのマルウェア検知速度をVirusTotalによって測定した結果。PC Maticマルウェア分析官が24時間以内にデジタルフォレンジックを完了するまでの間、顧客企業が緊急的に起動許可を与えるためローカルホワイトリストへ追加後、マルウェアを確実に停止できるエンジン選定の参考資料として作成。即座に

マルウェアを検出する能力が高くなければ併用する意味がないため。

【注意点】マルウェアが検出できなくても、ヒューリスティックエンジンにより実行プロセスが強制終了させられるなどマルウェアが活動できない場合もあるため、本表で「0」でも、必ずしもマルウェア感染が発生する訳ではない。また「1」のマルウェアと判定されているエンジンであっても、VirusTotalにマルウェア検体が送

信された直後はマルウェアとして判定できず、本表での経過時間内にマルウェアとして判定されるまでの間は、マルウェア感染が発生する可能性がある。アプリケーション・ホワイトリスティング方式のエンジン(PC Matic等)の場合、マルウェアのハッシュ値が起動許可に分類されていない場合は、マルウェア起動阻止による防御

とした。同種エンジンでは、マルウェア分析官により善良との判断により起動許可が与えられない限り、実行可能ファイルは起動できないためマルウェア感染は発生しない。

PC Matic 個人版は、 Microsoft Defender以外併用不可。法人版は単体利用も他社法人版EPPと併用可能

記事掲載
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https://www.virustotal.com/gui/file/73db5dee9824c229286ff7161a4827a5bec6c59306d5434dea9e700d5c1def5f/detection
https://asec.ahnlab.com/en/62815/
https://www.virustotal.com/gui/file/4ab3024e7660892ce6e8ba2c6366193752f9c0b26beedca05c57dcb684703006/detection
https://www.fortinet.com/blog/threat-research/banking-trojan-chavecloak-targets-brazil
https://www.virustotal.com/gui/file/e87325f4347f66b21b19cfb21c51fbf99ead6b63e1796fcb57cd2260bd720929/detection
https://blog.talosintelligence.com/timbrestealer-campaign-targets-mexican-users/?&web_view=true
https://www.virustotal.com/gui/file/1762536a663879d5fb8a94c1d145331e1d001fb27f787d79691f9f8208fc68f2/detection
https://www.cyfirma.com/outofband/xeno-rat-a-new-remote-access-trojan-with-advance-capabilities/
https://www.virustotal.com/gui/file/8e51de4774d27ad31a83d5df060ba008148665ab9caf6bc889a5e3fba4d7e600/detection
https://www.trendmicro.com/en_us/research/24/b/threat-actor-groups-including-black-basta-are-exploiting-recent-.html
https://www.virustotal.com/gui/file/11d2dde6c51e977ed6e3f3d3e256c78062ae41fe780aefecfba1627e66daf771/detection
https://www.trendmicro.com/en_us/research/24/b/threat-actor-groups-including-black-basta-are-exploiting-recent-.html
https://www.virustotal.com/gui/file/4b36a82e1781ffa1936703971e2d94369e3059c8524d647613244c6f9a92690b/detection
https://blog.morphisec.com/unveiling-uac-0184-the-remcos-rat-steganography-saga
https://www.virustotal.com/gui/file/58bcd90f6f04c005c892267a3dfe91d1154d064482b07715ad5802f57c1ea32d/detection
https://medium.com/@DCSO_CyTec/to-russia-with-love-assessing-a-konni-backdoored-suspected-russian-consular-software-installer-ce618ea4b8f3
https://www.virustotal.com/gui/file/364f38b48565814b576f482c1e0eb4c8d58effcd033fd45136ee00640a2b5321/detection
https://www.trendmicro.com/en_us/research/24/b/earth-preta-campaign-targets-asia-doplugs.html
https://www.virustotal.com/gui/file/f81e8b6ca1e0c4ee7ca8668df4b3792ccb1608eed8bbf94a2247d869264540f2/detection
https://www.reversinglabs.com/blog/attackers-leverage-pypi-to-sideload-malicious-dlls
https://www.virustotal.com/gui/file/07384ab4488ea795affc923851e00ebc2ead3f01b57be6bf8358d7659e9ee407/detection
https://www.volexity.com/blog/2024/02/13/charmingcypress-innovating-persistence/
https://www.virustotal.com/gui/file/267071df79927abd1e57f57106924dd8a68e1c4ed74e7b69403cdcdf6e6a453b/detection
https://blog.talosintelligence.com/tinyturla-next-generation/
https://www.virustotal.com/gui/file/252351cb1fb743379b4072903a5f6c5d29774bf1957defd9a7e19890b3f84146/detection
https://www.trendmicro.com/en_us/research/24/b/cve202421412-water-hydra-targets-traders-with-windows-defender-s.html
https://www.virustotal.com/gui/file/c34e5d36bd3a9a6fca92e900ab015aa50bb20d2cd6c0b6e03d070efe09ee689a/detection
https://www.proofpoint.com/uk/blog/threat-insight/bumblebee-buzzes-back-black
https://www.virustotal.com/gui/file/555687ca3149e23ee980a3acf578e0572da556cf34c87aecf48596834d6b496f/detection
https://www.zscaler.com/blogs/security-research/d-evolution-pikabot
https://www.virustotal.com/gui/file/eb615c093e9b52ed409f426764857e6e42aa85e02adef59d6f1457dcbb90bb40/detection
https://securelist.com/coyote-multi-stage-banking-trojan/111846/
https://www.virustotal.com/gui/file/f8ab78e1db3a3cc3793f7680a90dc1d8ce087226ef59950b7acd6bb1beffd6e3/detection
https://medium.com/s2wblog/kimsuky-disguised-as-a-korean-company-signed-with-a-valid-certificate-to-distribute-troll-stealer-cfa5d54314e2
https://www.virustotal.com/gui/file/75b9346e9c803f7e942c7be69d3a93902bfdc6b10ad4142c4e5be473546a9165/detection
https://blog.sekoia.io/unveiling-the-intricacies-of-diceloader/
https://www.virustotal.com/gui/file/fdebccc2249b080b79dbee888df1a1fa4c34b8947d8d70efbfe6dc3464b26777/detection
https://www.trustwave.com/hubfs/Web/Library/Documents_pdf/FaceBook_Ad_Spreads_Novel_Malware.pdf
https://www.virustotal.com/gui/file/ffb1573c4dd003c4750a2a5d66c1d9061a159e83f2f945f12d1b1c47cc62ab77/detection
https://thehackernews.com/2024/02/new-mispadu-banking-trojan-exploiting.html
https://www.virustotal.com/gui/file/305e220e1f1cb506c32bb509f246515e3cba7ec1dabae95298f358d26654bfa6/detection
https://www.welivesecurity.com/en/eset-research/eset-takes-part-global-operation-disrupt-grandoreiro-banking-trojan/
https://www.virustotal.com/gui/file/6fb4945bb73ac3f447fb7af6bd2937395a067a6e0c0900886095436114a17443/detection
https://www.mandiant.com/resources/blog/unc4990-evolution-usb-malware
https://www.virustotal.com/gui/file/305e220e1f1cb506c32bb509f246515e3cba7ec1dabae95298f358d26654bfa6/detection
https://www.welivesecurity.com/en/eset-research/eset-takes-part-global-operation-disrupt-grandoreiro-banking-trojan/
https://www.virustotal.com/gui/file/a0a59d83fa8631d0b9de2f477350faa89499e96fd5ec07069e30992aaabe913a/detection
https://www.fortinet.com/blog/threat-research/phobos-ransomware-variant-launches-attack-faust
https://www.virustotal.com/gui/file/5d6cc4d7e7ce998cf1d7bc8b78f787f9b034ab3dbdf8c91a33ad0233ddef2ac4/detection
https://asec.ahnlab.com/en/60805/
https://www.virustotal.com/gui/file/50f7f8a8d1bd904ad7430226782d35d649e655974e848ff58d80eafedd377ee9/detection
https://arcticwolf.com/resources/blog/cherryloader-a-new-go-based-loader-discovered-in-recent-intrusions/
https://www.virustotal.com/gui/file/22f8fa1b42e487f6f6d6c6a62bba65267e2d292f80989031f8529558c86a9119/detection
https://www.trendmicro.com/en_us/research/24/a/kasseika-ransomware-deploys-byovd-attacks-abuses-psexec-and-expl.html
https://www.virustotal.com/gui/file/37c52481711631a5c73a6341bd8bea302ad57f02199db7624b580058547fb5a9/detection
https://blog.google/threat-analysis-group/google-tag-coldriver-russian-phishing-malware/
https://pcmatic.jp/pro/security/Detection_realscore.pdf


2024/1/18 1 MediaPl 58% 0 0 1 1 0 1 1 1 1 1 0 0 0 0 1 1 0 1 0 1 1 0 1 1

2024/11/17 106 Remcos RAT 15% 0 1 0 0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0

2024/1/16 35 trojan.vmprotect 67% 0 1 1 1 1 1 0 1 1 1 1 0 0 0 1 1 1 1 0 1 1 1 0 0

2024/1/11 5 Qakbot malware  81% 0 1 1 1 1 1 1 1 1 1 1 0 1 1 0 1 0 1 1 1 1

2024/1/10 8 Lumma Stealer variant. 65% 0 0 1 1 1 1 1 0 0 1 1 1 0 1 1 0 1

2024/1/10 62 MIMIC ransomware 15% 0 0 1 0 0 0 0 0 0 0 0 0 0 1 0 1 0 0 0 0

2024/1/10 132 FreeWorld ransomware 91% 0 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

2024/1/9 37 C# Silver RAT 50% 0 0 0 0 1 1 1 0 1 1 0 0 0 1 1 1 1 1 0 1 1 0 0 0

2023/12/28 31 Nim-Based Malware 35% 0 1 1 0 0 1 0 1 0 1 0 0 0 1 0 1 0 0 0 0

2023/12/23 2 LonePage vbs 40% 0 0 1 0 1 1 0 1 0 1 0 0 0 1 0 1 0 1 0 0

2023/12/23 1 Rust-based malware (ps1) 25% 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 1 1 1 1 0

2023/12/22 80 Agent Tesla 50% 0 0 1 0 1 1 1 1 0 1 1 0 0 0 0 1 1 1 0 0

2023/12/22 10 DarkGate malware 83% 0 1 0 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1

2023/12/21 9 password-stealing malware 29% 0 1 0 0 0 1 0 0 0 0 0 0 0 1 1 0 1

2023/12/20 5 PikaBot 67% 0 1 1 0 1 1 1 1 0 1 1 0 1 1 0 1 0 1 1 1 0

2023/12/13 19 MrAnon Stealer 25% 0 1 0 0 0 1 1 0 0 0 0 0 0 0 0 1 0 1 0 0

2023/12/13 36 Headlace backdoor 50% 0 0 0 0 1 0 1 1 0 1 0 1 1 0 1 1 1 1 0 1 1 0 0 0

2023/12/12 37 NineRAT 58% 0 1 1 0 1 1 1 0 0 1 0 1 0 1 1 1 0 1 0 1 1 1 0 0

2023/12/9 84 PlugX Malware 63% 0 0 1 1 1 1 1 0 0 1 0 1 0 0 1 1 1 1 0 1 1 1 0 1

2023/12/8 48 AsyncRAT 45% 0 1 1 0 1 1 0 1 0 1 0 0 0 1 0 1 0 1 0 0

2023/12/2 251 RedLine Stealer payload 10% 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0

2023/12/2 85  encrypted SugarGh0st payload 54% 0 1 1 0 1 0 1 1 0 1 1 1 0 0 1 0 1 1 0 1 1 0 0 0

2023/12/2 1 Racoon backdoor 42% 0 1 1 0 1 0 1 0 0 1 0 1 0 0 0 1 0 1 1 1 0 0 0 0

2023/11/25 237 Backdoor.Agent.SysJoker 33% 0 1 0 0 0 1 0 0 0 0 0 1 1 0 1 0 0 1 0 1 1 0 0 0

2023/11/24 69 WailingCrab Loader 71% 0 1 1 0 1 0 1 0 1 1 1 1 1 1 1 0 1 1 0 1 1 1 1 0

2023/11/24 4 Trojanized CyberLink installer 46% 0 1 1 0 1 1 0 1 0 1 0 0 0 1 0 1 0 1 0 0 1 0 1 0

2023/11/14 15 Hive Ransomware 88% 0 1 1 1 1 1 1 0 1 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1

2023/11/10 1 malvertising payload 14% 0 0 0 0 0 0 0 0 0 1 0 0 1 0 0 1 0 0 0 0 0

2023/11/10 11 GraceWire loader 50% 0 0 1 0 0 0 1 1 1 0 1 0 0 0 1 1 0 1 0 1 1 1 1 0

2023/11/7 4 TellYouThePass ransomware 80% 0 1 1 1 1 1 1 1 1 1 1 0 1 1 0 1 1 1 0 1

2023/11/3 36 MuddyWater AteraAgentInstaller 5% 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0

2023/11/1 421 Liontail encryption payload 74% 0 0 1 1 1 1 1 1 0 1 1 1 0 1 0 1 1 0 1 1 1 1 1

2023/10/25 272 GoPIX clipboard stealer 57% 0 1 1 0 1 0 1 1 0 1 0 1 0 1 1 0 1 0 1 1 1 0 0

2023/10/24 5 Quasar RAT trojan 13% 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0

2023/10/20 44 Infostealer.Clipog 43% 0 0 1 0 1 0 1 0 0 1 0 1 0 1 0 0 1 0 1 1 0 1 0

2023/10/19 43 proxy tool loader 14% 0 0 0 0 0 0 0 0 0 0 0 0 1 1 0 1 0 0 0 0 0 0

2023/10/19 8 ForestTiger 83% 0 0 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 0 1 1 1 1 1

2023/10/13 1 SeroXen RAT 86% 0 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 1 0 1

2023/10/3 14 BunnyLoader 83% 0 0 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 0 1

2023/9/27 43 ZenRAT Malware 65% 0 0 1 0 1 1 1 0 1 1 1 1 1 1 1 1 1 0 1 1 0 0 0

2023/8/25 * CollectionRAT 57% 0 1 1 0 1 0 1 1 1 1 0 1 0 1 1 0 1 0 1 1 0 0 0

2023/8/23 * Bronze Starlight espionage campaign 70% 0 0 1 1 0 1 1 0 1 0 0 1 1 1 1 1 1 0 1 1 1 1 1

2023/8/23 * Scarab Ransomware 17% 0 0 0 0 0 0 0 1 0 0 0 1 0 0 0 0 1 0 0 0 0 1 0

2023/8/19 * Chinese espionage campaign 83% 1 1 1 1 1 1 1 1 1 1 0 0 1 1 1 1 1 1 1 1 0 0 1

2023/8/9 * Vietnamese WannaCry 87% 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 0

2023/8/8 * ScarCruft stealer 87% 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 0

2023/8/2 * Vietnamese novel campaign 78% 0 0 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1 0 1 1

2023/8/1 * STARK#MULE Attack Campaign 83% 0 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 0 1 1 1 0 1

https://www.virustotal.com/gui/file/f2dec56acef275a0e987844e98afcc44bf8b83b4661e83f89c6a2a72c5811d5f/detection
https://www.microsoft.com/en-us/security/blog/2024/01/17/new-ttps-observed-in-mint-sandstorm-campaign-targeting-high-profile-individuals-at-universities-and-research-orgs/
https://www.virustotal.com/gui/file/fe61e424e1c4ed3692ca20a988f31011d53cb8d922c5792dc9ff4183b141a1b8/detection
https://asec.ahnlab.com/en/60270/
https://www.virustotal.com/gui/file/b37ec923451dd15a0f68df0b392b0f1b243fe50c709de9e574ac14cf6fabdd53/detection
https://www.trendmicro.com/en_us/research/24/a/cve-2023-36025-exploited-for-defense-evasion-in-phemedrone-steal.html
https://www.virustotal.com/gui/file/e88610db05636a1476435ec1f39d3651b080c8a6b8756452d421d7a822a2e115/detection
https://labs.k7computing.com/index.php/qakbot-returns/
https://www.virustotal.com/gui/file/01a23f8f59455eb97f55086c21be934e6e5db07e64acb6e63c8d358b763dab4f/detection
https://www.fortinet.com/blog/threat-research/lumma-variant-on-youtube
https://www.virustotal.com/gui/file/a222ba1fd77a7915a61c8c7a0241222b4ad48dd1c243f3548caef23fe985e9c2/detection
https://www.securonix.com/blog/securonix-threat-research-security-advisory-new-returgence-attack-campaign-turkish-hackers-target-mssql-servers-to-deliver-domain-wide-mimic-ransomware/
https://www.virustotal.com/gui/file/80bf2731a81c113432f061b397d70cac72d907c39102513abe0f2bae079373e4/detection
https://www.securonix.com/blog/securonix-threat-labs-security-advisory-threat-actors-target-mssql-servers-in-dbjammer-to-deliver-freeworld-ransomware/
https://www.virustotal.com/gui/file/79a4605d24d32f992d8e144202e980bb6b52bf8c9925b1498a1da59e50ac51f9/detection
https://www.cyfirma.com/outofband/a-gamer-turned-malware-developer-diving-into-silverrat-and-its-syrian-roots/
https://www.virustotal.com/gui/file/1246356d78d47ce73e22cc253c47f739c4f766ff1e7b473d5e658ba1f0fdd662/detection
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2023/7/25 * Novel Open Source Supply Chain Attack 32% 0 0 0 0 0 0 0 0 0 0 1 0 1 1 1 1 0 1 1 0 0 0

2023/7/20 * WyrmSpy 50% 0 1 1 0 0 0 1 1 0 1 1 0 1 1 0 1 0 1 0 0

2023/7/19 * Revamped Sardonic Backdoor 32% 0 0 0 0 1 0 0 1 0 1 0 0 1 0 1 0 1 0 0

2023/7/15 * LokiBot Campaign 70% 0 0 1 1 1 1 1 1 0 1 0 1 1 0 1 1 0 1 1 1

2023/7/4 * SmugX Campaign 58% 0 0 1 0 1 1 1 1 1 1 0 1 0 0 1 1 1 0 0

2023/6/29 * ThirdEye Infostealer 87% 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1

2023/6/27 * IcedID DLL payload 70% 0 1 1 0 1 0 1 1 1 1 1 1 1 1 1 1 1 0 1 1 0 0 0

2023/6/22 * Backdoor by Flea 74% 0 1 1 1 0 1 1 0 1 1 0 1 1 1 1 1 1 1 1 1 0 1 0

2023/6/20 * OnlyDcRatFans Malware 37% 0 0 1 0 1 0 1 1 0 1 0 0 0 0 1 0 1 0 0

2023/6/19 * Mystic Stealer 91% 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1

2023/6/16 * Shuckworm powershell 50% 0 0 1 0 1 1 1 1 0 1 0 0 0 0 1 0 1 1 0 1

2023/6/9 * Stealth soldier backdoor 78% 0 0 1 1 1 0 1 1 1 1 0 1 1 1 1 1 1 0 1 1 1 1 1

2023/6/1 * Horabot Banking trojan 87% 1 1 1 1 0 1 1 1 1 1 0 1 1 1 1 1 1 1 1 1 0 1 1

2023/5/26 * CosmicEnergy malware 22% 0 0 0 0 0 0 0 1 0 0 0 1 0 1 0 0 1 1 0 0 0 0 0

2023/5/12 * Greatness phishing 50% 0 0 1 0 1 1 1 1 0 1 0 1 0 0 1 0 1 0

2023/5/11 * Aurora stealer 55% 0 1 1 0 1 0 1 1 1 1 0 0 1 1 0 0 1 0 1 0 1 0

2023/5/7 *  trojanized LetsVPN installer 38% 0 0 1 1 0 0 0 1 0 0 1 0 0 0 0 1 0 1 0 1 1

2023/5/4 * double DLL sideloading 36% 0 0 1 1 0 0 0 1 1 0 0 1 0 0 0 0 1 0 1 0 0 1

2023/5/4 * Earth Longzhi rootkit 50% 0 0 0 0 1 1 1 1 1 1 0 1 0 1 0 0 1 0 1 1 0 0

2023/5/2 * ROKRAT APT(mfc100.dll) 74% 0 1 1 1 1 1 1 0 1 1 1 1 0 1 1 0 1 1 1 0 0 1 1

2023/4/29 * ViperSoftX info-stealing malware 21% 0 0 1 0 1 0 0 0 0 0 1 0 0 0

2023/4/26 * PowerLess Backdoor by Iranian 13% 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1 0 0 1 0 0 0

2023/4/25 * PaperCut exploite 5% 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0

2023/4/25 * Tomiris Golang implant 83% 0 1 1 1 1 1 1 1 0 1 1 1 0 1 1 1 1 0 1 1 1 1 1

2023/4/22 * Bumblebee Malware 60% 0 0 1 1 1 1 1 1 0 1 0 0 1 0 1 0 0 1 1 1

2023/4/22 * W32/EvilExtractor.A!tr 22% 0 0 1 0 0 0 0 0 1 0 0 1 0 0 0 0 1 0 0 1 0 0 0

2023/4/21 * MgBot Malware 61% 0 1 1 1 1 1 1 0 1 1 0 1 0 1 0 1 1 0 0 1 0 0 1

2023/4/19 * Carbanak Backdoor 87% 0 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0

2023/4/14 * GuLoader 47% 0 0 1 1 1 0 0 1 0 1 0 0 1 0 1 0 1 0 1

2023/4/13 *  Lazarus DeathNote Campaign 87% 0 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 0 1 1 1 1 1

2023/4/12 * Nokoyawa ransomware 87% 0 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1

2023/4/6 * CryptoClippy 16% 0 0 0 0 0 1 0 0 0 0 0 0 0 0 1 0 1 0 0

2023/4/5 * eFile.com hacked trojan 22% 0 0 0 0 0 1 0 0 0 0 0 1 0 1 1 0 1 0 0 0 0 0 0

2023/4/5 * ALPHV Ransomware variant 78% 0 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 0 0

2023/4/4 * Money Message double extortion attack 91% 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1

検出…1  /  検出なし…0
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AV-TESTによる標的型攻撃定期検査の報告も併せてご参照ください。
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